
User rights management tool: 
• How to effectively assign and manage roles to users.
• Understanding District Level vs School Level and Roles vs Application Tasks. 
• Overview and demonstration of Person Assignment, User Roles and Information 

functions.
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Different methods of obtaining access to the Admin Tool

Authorization Form
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Because of Data Security, we are implementing a new way of submitting your EDUID 
Corrections. Instead of using an SFTP website to upload your EDUID corrections, you 
will access OTIS and attach an Excel file. 
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FERPA - The Family Educational Rights and Privacy Act commonly referred to as FERPA 
is a Federal law that protects the privacy of student education records. (20 U.S.C. §
1232g; 34 CFR Part 99)

The law applies to all schools that receive funds from the U.S. Department of 
Education.  

Similar to medical HIPPA laws, under FERPA,  the Idaho State Department of 
Education, local school districts, and charter schools are mandated to protect the 
privacy of student education records. 
Stakeholders to student information can range from the Student, Parent, Teacher, 
School Employees (Counselors, Curriculum Directors, etc.), Principals,  Business 
Managers, Superintendents, to employees at the SDE. 
While there are several stakeholders, the SDE, local school districts, and charter 
schools must administer a secure educational data system,  where School Districts 
assign authorization and access to student information (such as demographics, 
assessments, performance, etc) to a limited number of stakeholders who have a 
legitimate use or necessity for that student information.  

For example:  A principal has a vested interest in the academic performance of a 
student in his/her school.   A counselor from  one elementary school does not have a 
vested interest in the academic performance of a student from a separate middle 
school in another town, therefore the State Department of Education and the local 
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school districts must work together to keep access and authorization current.        

Ultimately, from the State Department of Education’s perspective:  It must administer 
the infrastructure where student information is created, stored, and accessed.  Local 
schools districts are charged with assigning access to specified stakeholders.
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The Admin Tool has a limited number of users:

Superintendent  
Superintendent’s Delegate
Technology Director

These limited users provide access and authorization to the vast users of SDE 
applications across the state.

The limited # of users is by design.  It protects educational data and reduces liability 
by limiting the number of users who can provide access to education information.

9



Stress importance of keeping the user roles up-to-date

The admin tool has 4 primary functions:

Verify assigned roles to Users, Assign and Un-assign User Roles, map usernames to 
Person Names (remember:  the  User Name is the individual’s email address or ADFS 
username)-ensuring the User Name and Person are the same individual
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Administration Tool Application

This information is presented by the Idaho State Department of Education with the 
intent of providing  you detailed information for a more solid understanding of the 
Administration Tool’s full functionality and proper operation.  This presentation 
provides step by step instruction on how to gain proper authorization, access and 
operate functions within the Administration Tool.
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Navigating to the Admin Tool. 
Create bookmark/favorite
Home page and available links; Information, Person Assignment, User Role. 
Admin Tool Training Manual for complete details
Switch to live application for show and tell
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User Roles –
Select District or Building to provision roles
IMPORTANT NOTE: Start to type all entries and select from drop down list. Always 
username, NEVER common name
(+) – add username. ALWAYS start to type username, NOT common name, and select 
from dropdown list, select and press submit
(x) – remove username
NOTES: Why does common name show? Why does email address show?

SchoolNet roles/descriptions – docs found on ISEE page 
http://www.sde.idaho.gov/site/isee 
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• Text Box fields
o Always start to type text and select from drop 

down list

• Usernames, NOT Person Names
o Always use usernames, NEVER person names

o Non-ADFS members – typically district email 

address

o ADFS members – typically district network 

username

• District/Building level roles
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o There is a difference

• Schoolnet Roles
o Teacher role only through ISEE upload

• SRM/ISEE Roles
o Assigned at the SDE, with permission from 

District Admin Tool user
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So how do you obtain an EDUID?
Through the use of the EDUID Application.

• Requires Users to have a registered username.
• Requires Users to have EDUID Application permissions.
• Authorization is granted through submitting Authorization form to SUPPORT 

from Superintendent or charter school administrators email address.
• Mail hard copy of form to SDE.
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Consistency in naming is critical to maintain accurate records and reporting as 
students 
migrate across school districts, charter schools, and other states. 
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The full legal name should be used to the extent possible

19



If a name change occurs, the guardian must present a court document with the new 
name prior to changes in any record keeping system (i.e. a legally separated guardian 
cannot change the name of the student without a legal document signifying a name 
change)
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Direct EDUID Application Link.
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Because of Data Security, we are implementing a new way of submitting your EDUID 
Corrections. Instead of using an SFTP website to upload your EDUID corrections, you 
will access OTIS and attach an Excel file. 
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Program Contact template can be found on the ISEE homepage under ISEE Required 
Data Collection Elements and Templates
The option set contains all of the Program Contact Roles
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